NHOPOPMALIMOHHAA ITAMATKA
JJIA OBYYAIOIUXCA JJIA PASMELIIEHUSA

HA OPNIIMAJIBHBIX UTHTEPHET-PECYPCAX

C Ka>XIbIM IT'OAOM MOJIOACKHU B MHTCPHCTC CTAHOBUTHCA 60J'II>IIIC, a IIKOJbHUKHN
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTeIICH PYHGTa. MG}KI[y TCM, IIOMHMO
OTPOMHOI'O KOJTNMYCCTBA BO3MO}KHOCTGI>’I, HHTCPHCT HCCCT U HpO6JIeMI>I. OTa nmaMsTKa
JOJIDKHA IIOMOYb Tebe Oe301acHo HaXOoIUTbBCA B CCTH.

KoMmnbrorepHbie BUPYChI

KomnproTepHslii BUpPYC - 3TO Pa3HOBUIAHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBJISIETCS. CIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nononHeHue Kk 3TOMy, BUPYChl MOTYT HOBPEAUThH WU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MTOJIKOHTPOJIBHBIE TTOJIB30BATENI0, OT UMEHH KOTOPOTO ObLiia
3almylieHa 3apaK€HHas Mporpamma, a Takke MOBPEIUTh WM JaXe YHUUYTOKUTH
ONEpPallMOHHYI0 CHCTEMY CO BCeMHU (paiinamu B LEelIOM. B OONBIIMHCTBE ClydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEOHOCHBIX POrpaMM:

1. cnionp3yit cCOBpeMEHHbIEC ONEPAIIMOHHBIE CHCTEMBI, UMEIOIIINE CEPhE3HBIMN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MTPOrPaMM;

2. IlocrossHHOo ycTtaHaBnuBail mnauth (UU@POBBIE 3aruIaTKH, KOTOpPbBIE
aBTOMATUYECKH YCTAaHABJIMBAIOTCS C LEJIbIO0 JOPAa0OTKH MPOTrpamMMbl) U JpyrHe
OOHOBJICHUS CBOEH OTNEepaIMOHHON cucTeMbl. CKauyrMBai UX TOJIBKO C O(UITUATBLHOTO
caifra pa3pabotrunka OC. Eciu cyiecTByeT peskuM aBTOMaTH4€CKOro OOHOBIICHUS,
BKJIKOYH €rO0;

3. Pabotaii Ha CcBOeM KOMIBIOTEpE IMOJI MpaBamMu TMOJIH30BATEINISI, a HE
aMUHHUCTpATOpa. OJTO HE IMO3BOJUT OOJBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJJTUPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Hcnone3y#h aHTUBHPYCHBIE TPOTPAMMHBIE TIPOIYKTHI  M3BECTHBIX
IIPOU3BOIUTEIICH, C aBTOMATHYCCKUM OOHOBIICHHEM 0a3;

5. Orpannupb GpU3NYECKUN JOCTYI K KOMIIBIOTEPY JUIsl MIOCTOPOHHUX JIULL;

6. Vcnonb3yii BHENITHUE HOCUTENTN HH(POPMAIIUU, TaKWe KaK (DIIernKa, TUCK Wiu
¢aiin u3 uHTEpHETA, TOJIHKO U3 MTPOBEPEHHBIX HCTOYHUKOB;



7. He oTkpbiBaii KOMIBIOTEpHBIC (Dailibl, MOJIydEHHbIE W3 HEHAJIeKHBIX
UCTOYHUKOB. Jlaxke Te (ailybl, KOTOpbIEe MpHUCIal TBOM 3HAKOMBIN. Jlyulie yTouHu
y HEro, OTIIPABJISI JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - 310 He BUI ITepe1aun TaHHBIX, He TEXHOJIOTHS, @ BCET0 JIUIIb OPEH/I, MapKa.

Eme B 1991 rony Humepmanackas KkoMmmanus 3apeructpuponaina openg "WECA",
yTt0o 00o3Havano cioBocoueranue "Wireless Fidelity", koTopslit mepeBoguTCS Kak
"OecnpoBOHAS TOYHOCTH".

Jlo Hamrero BpeMeHH Jolia apyras abOpeBuarypa, KOTopasl SBISETCS TaKOH
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C
HAaMEKOM Ha CTaHJapT BbIciIel 3BykoBoi TexHuku Hi-Fi, yTo B nepeBoje o3Havaer
"BBICOKasi TOYHOCTB".

Jla, OecriaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adporopTax SBISCTCS
OTIMYHOU BO3MOKHOCTHIO BBIX0/1a B HHTepHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCSI O€301TaCHBIMH.

CogeTbl 110 0€30MaACHOCTH PAdOTHI B 001IeIOCTYNMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JiMuHyr0 HH(pOpMaIHio depe3 oomenoctynabsie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTDH MApOJIU JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnionb3yit u OOHOBIISIA aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPyCa HA TBOE YCTPOMCTRBO;

3. IIpu ucnonbzoBanuu Wi-Fi otkmoun ¢pynkuuo "O0muid 1octyn K gaiaam
u npuntepam". JlaHHas (yHKUMS 3aKpbITa MO YMOJIYAHUIO, OJIHAKO HEKOTOpHIE
MOJI30BaTENIM AKTUBUPYIOT €€ JJIsl YJI00CTBA UCIOIB30BaHUs B padoTe Uiu yueoe;

4. He wucnonb3yit nyOnmunbii WI-FI ams mepenaum JMYHBIX JTaHHBIX,
HanpuMmep JUIs BBIX0/A B COLIMAJIBHBIE CETU WUJIA B JIEKTPOHHYIO MOUTY;

5. Wcnone3yit Toapko 3ammuieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunbHOM Tenedone ortkiroun QyHkimoo "Tloakmouenue k Wi-Fi
aBromatuuecku". He nmomyckaii aBTOMaTW4yecKOro IOAKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

ConuajbHbIE CeTH



CoumanbHble CETH aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIIOJU padOTalOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAP] YETIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(POpPMAIHs, pa3MEIICHHas UMU B COIHMAIBHBIX CETSIX, MOXKET
ObITh HalJIeHA W HKCIOJb30BaHA KEM YTrOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
0JIaruMy HaMEPEHUSIMU.

OcHOBHbBIE COBETHI 110 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. Orpannyb CIUCOK JApy3ed. Y TeOs B APY3bAX HE TOJDKHO OBITH CIIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii cBOo YacTHYIO *u3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJEHUS U IPYTYIO JINYHYI0 HUHPOPMAIKIO. 3T0YMBIIIIEHHUKH MOTYT
UCIIOJIB30BATh Jlake UH(POPMAIIUIO O TOM, KaK Thl U TBOM POJIUTENH IUIAHUPYETE
MIPOBECTH KAaHUKYJIbL;

3. 3amuinail CBO pemyTaIuio - AEPKHU €€ B YUCTOTE U 3a7aBaii cebe BOIpocC:
XOTed OBl Thl, YTOOBI JPYTrHMe TOJIL30BATENIM BUJEIHM, YTO Thl 3arpyaemib?
[Toxymaii, mpex/ie 4ueM 4TO-TO OMyOJIMKOBaTh, HAIIMCATh U 3arPy3UTh;

4. Ecii Tl TOBOPHILB C JKOJAbMHU, KOTOPBIX HE 3HAClIb, HE HCIIOJIB3YH CBOE
peasibHOE UMS U JPYTYIO JIMYHYI0 MH(QOpPMAIMK: UMs, MECTO KHUTEJIbCTBA, MECTO
y4eObl ¥ IpoYee;

5. W30erait pa3memienust Gororpaduii B UHTEepHeTe, rae Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEJEIUTh TBOE MECTOMOJIOKEHHE;

6. [Ipu perucrpaiiuu B COIMAIBHON CETH HEOOXOMMO UCTIOIb30BaTh CJI0KHbIE
MapoJi, COCTOsIIME U3 OYKB U IUPP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. dnst conuanbHOM CETH, TOUTHI U APYTUX CAUTOB HEOOXOIUMO UCIIOJIB30BaTh
pasHble napoiiv. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBINIJIEHHUKY MOTyYaT TOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE ICHbI'H

DJIEKTPOHHBIE JICHBI'M - OTO OYEHb YJOOHBIM CIOCOO TIaTexel, O HAKO
CYIIIECTBYIOT MOIIICHHUKH, KOTOPHIE XOTAT MOJIYIUTh 3TH JICHbTH.

3J’ICI(Tp0HHI)Ie JACHBI'M ITOABHJIMCH COBCEM HCIAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyAapCTBax J0 CUX IMOP HC IIPOITHUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (DyHKIIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, /1€ X
pa3AesItOT Ha HECKOJIBKO BHUJIOB - AaHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MPOBOAUTH orepanuu 0e3



UACHTU(UKAIINY TT0JIb30BATEIISI, @ B HCAHOHUMHBIX WICHTU(GUKAITUS TTOTH30BaATESA
SBJISIETCS 003aTEIBHOM.

Taxke cremyer pa3nauuaTh dSJIEKTPOHHBIE (UATHBIE JACHBIU  (pPaBHBI
rOCy/IapCTBEHHBIM BaJlOTaM) M JJIEKTPOHHbIE He(UaTHbIE NEHbIM (HE pPaBHbI
rOCy/IapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETHI 110 0€30NACHOH padoTe ¢ ITeKTPOHHBIMH ICHbIAMM:

1. IlpuBsbxu K cyeTy MOOMIIBHBIN TenedoH. To caMbli YAOOHBIA U OBICTPHIi
CIoco0 BOCCTaHOBUTH JOCTYH K cueTy. lIpuBs3aHHbI TenedoH MOMOXKET, ecnu
3a0yJellb CBOM IIATeXKHBIA MMaposib WM 3aiijiellb Ha CalT ¢ HE3HAKOMOI'O
YCTPOMCTBA;

2. Hcnone3yil omHopa3oBble maponu. l[locime mnepexona Ha yCHUIICHHYHO
aBTOpHU3aLMI0 TeOe yke He OyJeT YrpoKaThb ONACHOCTh KpakHh WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu ciiokHblii mapoinb. IIpecTynHukam Oyaer HE IPOCTO yraaath
CIIOKHBIN TapoJib. HasiexHble mapojiy - 3TO MapoJik, KOTOPBIE COIEPKAT HE MEHEE
8 3HAKOB U BKIIFOYAIOT B c€0sl CTPOYHBIE U IIPOIKUCHBIE OYKBBI, IU(PHI U HECKOJIBKO
CHMBOJIOB, TaKM€ KakK 3HaK jojuiapa, (yHTa, BOCKIHMIATEIbHBIM 3HAK W T.IL
Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTaX, KOTOPBIM HE IOBEPSCIIb.
JJIeKTPOHHAs MOYTA

DJIEKTPOHHAsI TOYTAa - 3TO TEXHOJIOTUS W MPEAOCTABIEMBIE €10 YCIYTd IO
MEePEChUIKE U MOJYYSHUIO AJIEKTPOHHBIX COOOIIEHHH, KOTOPBIE paclpeesioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISUT
CJIEAYIOIIMM 00pa3oM: UMsI TOJIb30BaTENAI(@WUMs_JoMeHa. Takke KpoMme nepenadn
MIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh TIepe1aBaTh (hauibl.

OcHOBHBIE COBEeTHI 0 0€30MacHO# padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM TOYTOBBIM cepBuc. B uHTEepHETE e€cTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIEe IOBEPSAThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBaii B Tu4HOMN mo4Te TUuHYy0 uHbopmaruio. Hampumep, mydie
BbIOpaTh "My3bIKanbHbIN (panat@" wim "pox2013" Bmecto "temal3";

3. Ucnonb3yid ABYXATAMHYI0 aBTOPU3ALMIO. DTO KOT1a IOMUMO MapoJisi HY>KHO
BBOAUTH KOJ, IPUChUIaeMblid 10 SMS;



4. Beibepu cnoKHBIM naposb. [ KaX10ro Mo4YToOBOrO SALIMKA J0JKEH ObITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ectb BO3MOXXHOCTH HaIlMCaThb CaMOMYy CBOM JIMYHBIA BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOKHOCTb;

6. Mcnosib3yii HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIii 151 4aCTHOM MEPENUCKU
C aJpecaTtamMH, KOTOPBIM Thl JOBEpsiClIb. IJTO AJIEKTPOHHBIA aJpec HE HaJIo
WCITOJIB30BATh TIPH PErUCTpaluy Ha (OpyMax U cailTax;

7. He oTkpwiBaii (hailyibl U Jpyryue BIOKEHUS B NMUCbMaxX, JdaXe €CIU OHHU
IOPUILIA OT TBOUX Jpy3el. Jlydiie yTouHM y HUX, OTIPABISUIM JIM OHU TeOe 3TU
(baiisr;

8. [Tocne okoHUaHus1 pabOTHI HA TOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKIIAIKU
C cailToM He 3a0yJp HaXKaTh Ha "BeiidTn".

Kn0epOysinHT Wi BUPTYyaJibHOE H3/1€BaTE/IbCTBO

KubepOynnuHr - mpeciienoBaHre COOOIIEHUSIMH, COJEPKAIUMHU OCKOpPOJICHUS,
arpeccHio, 3alyruBaHne; XyJIUTaHCTBO; COIMAbHOE OOMKOTHUPOBAHHE C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI IO 00pBHOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocaiics B 6oit. JIyummii crmoco0: MOCOBETOBATHCS KaK ce0s BECTH H,
€CJIM HEeT TOro, K KOMYy MOKHO OOpaTHThCS, TO BHa4ajue yCHOKOWThCS. Eciau T
HayHEIlb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OoJibliie
pa30oAOKeIb KOH(IIHKT;

2. Yupapnsii cBoel kubeppemyTaiuei;

3. AHOHUMHOCTb B ce€TH MHMMasl. CyIlIeCTBYIOT CITIOCOOBI BBIICHUTD, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIWTaHCKUM 00pa3 BUpPTyalbHOW ku3HU. MHTEepHET
(buKCUpyeT BCe TBOM NEUCTBHSI W COXPAHICT WX. YJIUTh UX OyIeT KpaitHe
3aTPYyAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. WrHopupy#t emunuuHbIA HeratuB. OJHOpPa3OBbIE OCKOPOHWTEIBLHBIE
COOOIICHHMS JTyUllle UTHOPUPOBaATh. OOBIUHO arpeccus MpeKpaIacTcss Ha Ha4aIbHON
CTaJluu;



7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIICHHSIMU, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHUPOBKM OTIPABKH COOOIIEHUH C
OINPEJEIECHHBIX a/IPECOB;

8. Ecnu b1 cBuaerens kubepOyiumHra. TBou AEHCTBUSA: BBICTYIIUTH MPOTUB
npeciieloBaTeNsl, Moka3aTb €My, YTO €ro JCMCTBUS OLICHUBAIOTCS HETAaTUBHO,
NOJJIEPXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (haKTe arpecCUBHOTO MOBEICHUS B CETH.

MooOmibHbIi TesedoH

CoBpemeHHble cMapTPOHBI W TUIAHIIETHI COAEpPKAT B ceO€ BIIOJHE B3POCIBIN
GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYpPHUPOBAaTb CO CTallMOHAPHBIMU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOMUCTB MOKa OYEHb
Majio. TecTupoBaHUE U MTOUCK YSA3BUMOCTEHM B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak ju1s [1K, 1o e camoe kacaeTcs 1 MOOUIIbHBIX MPUIIOKEHUM.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl yKe MPAKTUUECKH JIOTHAJIA HACTOJIbHbBIC
aHaJIOTH, OJIHAKO pacHMpeHue ¢GyHKIHOHATa BIEYET 3a CO000W OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCE€ NPOU3BOJUTENN BBIMYCKAIOT OOHOBJICHHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIs 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBigeTcs mo-HacTosimieMy OecriaTHbIM. ByJb OCTOpOKEH, Bellb
Korja Tede mpeasaratoT OeCIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUJIATHBIE YCITYTH;

Hywmaii, mpexie uem otnpaButb SMS, ¢hoTo miu Busieo. Thl TOUHO 3HACIID, TIE
OHM OyIyT B KOHEYHOM UTOTE?

Heo6xo1umo 0OHOBIISATH ONEPAlMOHHYIO0 CUCTEMY TBOEro cMapTQoHa;
Wcnionp3yit aHTUBUPYCHBIE TIPOTPAMMBI JISI MOOMIIBHBIX TEIE(POHOB;

He 3arpyxaii npuiioxeHusi OT HEW3BECTHOIO MCTOYHHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUCHHUE;

[Tocne Toro Kak ThI BBIAJEIIL C CalTa, TJe BBOAWI JIMUYHYIO WH(OPMAIHUIO,
3aiiIi B HACTPOMKHU Opay3epa u ynamu cookies;

[leproanuecku npoBepsiid, KAKWE IJIATHBIE YCIYyTH aKTMBUPOBAHBI HA TBOEM
HOMEpE;



JlaBaii cBOl HOMEp MOOWJIBHOrO TenepoHa TOJIBKO JIOJSAM, KOTOPBIX Thl
3HACIIb U KOMY JOBEpSCIIb;

Bluetooth momxken OBITH BBIKIIIOUEH, KOTJa Thl UM HE MoJb3yemibcs. He
3a0bIBail UHOT1a IPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPAacOYHBIE, 3aXBAaTbIBAIOIIME Pa3BICUCHUS,
00BbEIUHAIONINE COTHU THICSY YEJIOBEK M0 BceMy MUpy. UrpoKku uCCeyoT JaHHbIH
UM MHUp, OOILIAIOTCS IPYT € IPYTOM, BBIIIOJIHSIOT 3a/IaHUs, CPAKAIOTCA C MOHCTPaMHU
U IIOJYYaroT OIBIT. 32 yIOBOJIBCTBUE OHU ILIATAT: IMOKYIAIOT AUCK, OIJIAYUBAIOT
aOOHEMEHT UM NPUOOPETAIOT KAaKHUE-TO OMLIMH.

Bce atu cpeacTBa uayT Ha mojepKaHUE U PA3BUTUE UTPHI, a TAKXKE HA caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPHU3AIUH, BBIMTYCKAIOTCS HOBBIC
natyu (udpoBbie 3arIaTKy JJIsl IPOTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nmomo6HbIX Urpax CTOUT omacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)k TBOETO IapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA
urp.

OCHOBHBIC COBETHI IT0 0€301TaCHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecniu npyroit urpok BeneT cels MIOXO0 WM co3/1aeT Tede HEMPUSTHOCTH,
3a0JIOKHPYH €ro B CITUCKE UTPOKOB;

2. Iloxkanmyiics aAMUHHACTPATOPAM UIPHI Ha IUIOXOE MOBEJEHUE 3TOr0 UIPOKA,
YKEJIATEJIbHO NIPUJIOKNATHh KAKHE-TO JTI0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil muunyro nHGopmMaiuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuimaabHble aTYU U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE APOJIH;

7. Jaxxe BO BpeMs UI'PbI HE CTOUT OTKJIOYaTh aHTUBUpPYC. [IoKa ThI urpaels,
TBOM KOMITBFOTEP MOTYT 3apa3UTh.

@OUIIMHT WJIH Kpaika JIMYHbIX JAaHHbIX

OObI4HOM Kpaxkel JeHer U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YJIUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJOTUM 3JI0YMBINIJIEHHUKY MIEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMATHCS "TFIOOUMBIM'" 1€JIOM.



Tak mosBuiach HOBasg yrpos3a: HHTEPHET-MOILICHHUYECTBA WJIHM (UIIMHT,
TJIaBHAs 1e7b KOTOPOTO COCTOMT B TOJYYEHUH KOH(GUIACHIMAIBHBIX JaHHBIX
M0JIb30BaTENeH - TIOTMHOB U napodieil. Ha anrnuiickom si3bike phishing unraercs kak
¢ummnr (ot fishing - peibHas 0B, password - Tapob).

OcHoBHBIE cOBeTHI 0 00pBHOE ¢ PUIINHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciiv Tl I0J103p€eBaeilb, YTO TBOSI aHKETA ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpPOBaTh €€ U COOOIIUTH aIMUHHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. I/ICHOHLSYﬁ Oe30macHbIe BC6-CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAlra3nHOB U
ITIOUCKOBBIX CUCTCM,

3. Hcnonb3yil ClOXHBIE W pa3Hble Maposid. TakuM o00pa3oMm, eciu Teos
B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TIOJy49aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciu Te0s B3JIOMAJIU, TO HGO6XOI[I/IMO npeaynpcanuTb BCCX CBOUX 3HAKOMBIX,
KOTOPBIC IIO6aBJI€HI)I y TeOS B APY3biX, O TOM, 4TO TeOs B3JIOMaJIN H, BOBMOXXHO, OT
TBOCTO UMCHH 6y,[[€T pacCblIaThbCA CllaM U CCBIJIKH Ha (1)I/IHII/IHFOBBIG CaﬁTBI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TeNe(OH;
6. OTKJII0UM COXpaHEHUE MapoJIsi B Opaysepe;

7. He oTkpbiBail Qailnibl U Apyrue BIOKEHHS B NMUCbMax, Jae €CIU OHU
NPUILUIM OT TBOUX Apy3el. Jlyuiie yTouyHM y HUX, OTIPABISIM JU OHU TeOe 3TU
(baibl.

Mudposas penyrauus

[udposas penyTaius - 3TO HEraTUBHAS WU MO3UTUBHAS MHPOpPMALIUS B CETH O
tebe. Kommpometupyromass uHopmaius, pa3MelieHHass B UHTEPHETE, MOXKET
CepbEe3HbIM 00pa30M OTpPa3UThCAd Ha TBOEH peanbHOM ku3HU. "lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyercs u3 undopmanuu o Tede B
UHTEpHETE.

TBoe MecTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, 0COOCHHOCTH
XapakTepa U paccKasbl 0 OJIM3KHUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCATCS K NyONUKALMKM JIMYHOU
uHpopmanuu B MHTEepHETE, HE MOHMMAsi BO3MOXKHBIX MociencTBuil. Thl qaxe He
CMOXeEINTb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MelleHHas 5 JIeT Ha3aj, cTaja
NPUYUHON OTKAa3a MPUHATH T€0S Ha paloTy.



Kommenrtapuu, pazmenienue TBoux Gororpaduii u apyrue 1eicTBUS MOTYT HE
UCYE3HYTh JIaXe MOCIIE TOT0, KaK Thl MX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uHOpMaIIMIO, TOMNaNa JId OHA B MOMCKOBBIE CHUCTEMbI U COXpaHWIACh JIM OHA, a
TJIaBHOE: YTO MOJYyMAaroT O TeOe OKpy:KaloIlllue JIOAN, KOTOpble HAMIyT U YBUIAT
310. Haiitn uHdoOpMarmo MHOTO JIET CIyCTS CMOKET JII00OH - Kak M3 J0OpbIX
o0y KJIeHUH, TaK U C HAMEPEHUEM IPUUYUHUTH BPEJl. DTO MOXKET OBITH KTO YTOIHO.

OcHOBHBIC COBETHI MO 3aMUTe HU(PPOBOH pemyTANNH:

1. ITogymaii, mpexie 4eM 4To-TO IMyOJIMKOBATh U MepeaBaTh y ce0s B Oiore
WJIM B COLIMAJILHOM CETH;

2. B nactpoiikax mnpo¢uisi yCTaHOBH OrpaHUYEHHUs Ha MPOCMOTP TBOETO
pouIIg U €ro COACPKUMOTO, CACNIald ero TOJIbKO "/ist ipy3eit”;

3. He pa3Memaii 1 He yka3biBail HHPOpPMALIMIO, KOTOpask MOXKET KOro-mbo
OCKOPOJISITH WK OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE ITKOJIBHUKH - aKTHBHBIE TIOJIH30BATENN [H(PPOBOTO MPOCTPAHCTBA.
OpHako Janeko HEe BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTUMH BO3MOKHOCTSIMH
nuppoBoro mupa TpeOyeT CcoOOJMIOJEHUs TpaB Ha HMHTEIUIEKTYyalbHYIO
COOCTBEHHOCTb.

Tepmun "WHTENNEKTyandbHasi COOCTBEHHOCTH"' OTHOCUTCS K pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HA4yMHAs C HOBBIX HM300pETEHUN U 3HAKOB,
0003HavaloMKX COOCTBEHHOCTh HAa MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - ATO IpaBa Ha HUHTEIJIEKTYAJIbHYI0 COOCTBEHHOCTh Ha
MIPOM3BEICHUSI HAYKH, JINTEPATYypPbl U UCKYCCTBA. ABTOPCKHE MpPaBa BHICTYNAIOT B
KaueCcTBE TapaHTUHM TOTO, YTO HMHTEIICKTYaJIbHBIM/TBOPUECKUNA TPy aBTOpa HE
OyIneT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOETO Tpy/Aa, MOJYyYUTh W3BECTHOCTh WU Tpu3HaHue. Hukro 6e3
paspeuieHus aBTOpa HE  MOXKET  BOCHPOU3BOJAUTH  €r0  IPOU3BEICHMUE,
pacnpocTpaHsaTh, NyOJUYHO JEMOHCTPUPOBATH, NPOJABaTh, HMIIOPTHPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MMOKA3bIBATH/UCIIONHITL B dUpe WUIU
pasMmewars B IHTEepHETE.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 00ECTIEYeHHs] MOKET MPUBECTU
K MHOTUM PHUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKH TBOETO
yCTpOICTBa, TJIe yCTAHOBJICHA HesleranbHas nporpamma. He crout Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETAIbHBIE U OECIIaTHBIE TPOrPaMMbI, KOTOPbIE MOKHO HAWTH B
CETH.



O noprane

CereBu4oKk.p(d - TBOH TJIAaBHBI COBETYHK B CETHU. 3/1€Ch Thl MOXXEIIb Y3HATh O
0€30MacCHOCTH B CETH MOHSTHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHITH ydacTHE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



